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PRIVACY POLICY & COLLECTION NOTICE 

 
 
The Privacy Act 1988 (Cth)(the Act) allows for ‘personal information’, including ‘sensitive 
information’ (which are defined in the Act) about you to be collected, used and disclosed 
provided we have provided you with notice and in certain circumstances also obtained your 
consent. In this Privacy Policy and, where appropriate, a reference to ‘personal information’ 
includes ‘sensitive information’.  
 
We may (from time to time) update, revise, amend or replace this Privacy Policy by posting any 
changes to it on our website or by giving you any other form of notification.  
 
This Privacy Policy is available on our website, at our office and may also be made available to 
you at any property inspection or when we first communicate with you by email.  
 
How we collect personal information from you  
We will collect personal information from you in the following circumstances:  
 
Property Management  
• if you are a prospective or current landlord and you want us to manage your property, then 

we will collect personal information from you in order to identify you and the property;  
• if you are a prospective or current tenant and/or you inspect any rental property, then we will 

collect personal information from you when you attend the property inspection; and 
• if you are a prospective or current tenant and you want to rent a property, then we will collect 

personal information from you, usually at the rental application stage from the rental 
application and supporting documentation that you supply. If you are the successful tenant 
then we may also collect personal information from you during the continuation of any 
tenancy or lease agreement with the landlord.  

 
Sales  
• if you are a prospective or current vendor and you want us to act as your sales agent, then 

we will collect personal information from you in order to identify you and the property;  
• if you are a prospective or current purchaser and you inspect any property, then we will 

collect personal information from you when you attend the inspection; and  
• subject to the other provisions of this Privacy Policy, we may also collect personal 

information from you when you make any other enquiry with us about the property. 
 
How we collect personal information from other sources  
We can collect personal information about you from other sources in any manner permitted by 
the Act. We will only collect personal information from other sources where it is reasonably 
necessary for us to do so in relation to, or in connection with, any services we are supplying in 
connection with our real estate agency business. Examples of such sources of personal 
information include: 
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• from your agents, insurers and underwriters, contractors, legal, financial and other advisors 
in relation to or in connection with any tenancy, lease or contract for sale of the property;  

• from public registers including those managed by the NSW Land & Property Information; 
• from publicly available information;  
• from property valuers or related service providers; and  
• from our other service providers including any third party that has been authorised to supply 

us with personal information. 
 
When the law authorises or requires collection of personal information  
There are laws that may require us to collect and disclose your personal information. For 
example, we may be required to collect and disclose your personal information pursuant to the 
Property, Stock and Business Agents Act 2002 (NSW), including any regulation under that law.  
 
How your personal information may be used  
We may collect and disclose your personal information for the following purposes including:  
 
Property Management  
• to identify and/or verify the identity of any prospective or actual landlord or tenant for any 

property we manage or propose to manage;  
• to process and assess any application received in relation to a tenancy or lease of any 

property;  
• to advertise, market and promote any tenancy or lease of any property;  
• to negotiate and prepare any tenancy agreement, lease or any other document for any 

property;  
• to liaise and exchange information with the landlord or the tenant as well as their agents, 

contractors, legal, financial and other advisors in relation to or in connection with any 
tenancy or lease of the property;  

• to manage any tenancy or lease agreement including the collection of rent and other 
amounts on behalf of the landlord and the preparation of required statements of account;  

• to ensure the safety and security of landlords and existing occupiers and of each of their 
property in connection with the inspection of any property by prospective tenants;  

• to comply with any applicable law in connection with the tenancy agreement or lease;  
• to confirm whether the landlord or tenant is registered for GST purposes;  
• to arrange tradespeople, services or utilities in relation to the leasing, care, maintenance or 

management of the property; 
• to tell you about any other rental property that we are managing or any other service that we 

provide, unless you tell us not to (this is referred to as direct marketing); 
 
Sales  
• to identify and/or verify the identity of any prospective or actual vendor for any property;  
• to advertise, market and promote the sale of any property;  
• to negotiate and manage the sale of any property (including to provide non-legal assistance 

with the exchange of the contracts for the sale of property as well as the preparation of any 
required statements of account);  
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• to liaise and exchange information with the vendor, purchaser (including any prospective 
purchaser) as well with their respective agents, contractors, legal, financial and other 
advisors in relation to or in connection with the sale of the property;  

• to ensure the safety and security of vendors and existing occupiers and of each of their 
property in connection with auctions and the inspection of any property by prospective 
purchasers;  

• to comply with any applicable law in connection with the sale of the property;  
• to confirm whether the vendor or purchaser is registered for GST purposes;  
• to tell you about any other property that we are selling or any other service that we provide, 

unless you tell us not to (this is referred to as direct marketing); 
 
Generally  
• to provide statistical and other information to the Real Estate Institute of New South Wales;  
• to allow us to run our business efficiently and to perform administrative and operational 

tasks;  
• to comply with any dispute resolution or other legal process;  
• to act on behalf of clients in accordance with any agency agreement and to comply with our 

obligations under that agreement; 
• in order to update our records and your contact details;  
• to operate controlled money accounts;  
• if we enter into or propose to enter into any agreement or arrangement with any party for the 

purpose of, or in connection with, the acquisition of our business (including any part of our 
business that includes personal information), then we may provide that party (including its 
legal, financial and other professional advisers) with personal information in relation to or in 
connection with those arrangements; and  

• any other purpose to which you have consented.  
 
You can tell us at any time if you no longer wish to receive direct marketing information or offers 
from us. We will process your request as soon as reasonably practicable after receipt of the 
request.  
 
How we share your personal information  
 
Sharing personal information with third parties  
We may seek and use personal information about you from, and use or disclose personal 
information about you to, third parties in relation to the potential or actual rental of a property, 
the sale and purchase of a property or other business or administrative functions for the real 
estate agency. These third parties may include:  
 
• your representatives, attorneys, lawyers, settlement agents, accountants, brokers; 
• any conjunction, co-listing, buyers’ or other property agents that acts on your behalf in 

connection with the rental, leasing, sale and purchase of property;  
• auctioneers;  
• your financier including any mortgage brokers that may be assisting you with any existing 

mortgage loan or application in relation to the sale or purchase of property; 
• valuers, surveyors, insurers, re-insurers, claim assessors and investigators;  
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• financial institutions including deposit taking institutions;  
• if you are a tenant, including any prospective tenant, your referees, including your employer 

or other individuals to confirm your identity and/or other details about you in any rental 
application that you submit;  

• organisations in and associated with debt collecting;  
• law enforcement agencies;  
• government and/or regulatory bodies including (without limitation) the NSW Land and 

Property Management Authority, Australian Taxation Office, the NSW Office of State 
Revenue. In many cases, these organisations may share information with foreign 
authorities;  

• mailing houses and telemarketing agencies that assist us to communicate with you; • if we 
enter into, or propose to enter into, any agreement or arrangement with any party for the 
purpose of, or in connection with, the acquisition of our business (including any part of our 
business that includes personal information), that party (including its legal, financial and 
other professional advisers) to provide personal information in relation to or in connection 
with those arrangements; and  

• service providers including IT and data consultants, agents, contractors and advisers that 
assist us to conduct our business. 

 
Sharing personal information with related companies  
We may share personal information about you with our related companies for any of the 
purposes described above.  
 
Sharing personal information outside of Australia  
We may store information about you in cloud or other types of networked or electronic storage. 
 
As electronic or networked storage can be accessed from various countries through an internet 
connection it is not always practical to know in which country personal information about you 
may be held.  
 
MRI Eagle CRM (part of MRI Software) has a primary Australian office located at Level 12, 31 
Queen Street, Melbourne, VIC 3000, Australia. MRI Eagle CRM secures data through encrypted, 
cloud-based SaaS solutions, ensuring security during transit.  
 
As a MRI Software product, it utilizes secure, hosted environments for property data, providing 
robust, industry-standard security measures for real estate operations. The system is designed 
with security-focused infrastructure to protect sensitive client information.   
 
Key Security and Data Protection Features: 

• Data Encryption: Data is encrypted in transit. 
• Cloud Hosting: Secure SaaS solutions provide reliable, hosted, and secure 

environments. 
• Access Control: Features like user-specific logins for the mobile app. 

 
Property Tree (part of MRI Software) data is stored in the cloud on Microsoft Azure, specifically 
within secure, purpose-built data facilities located in Australia. It is a 100% cloud-based 

https://www.mrisoftware.com/au/contact/
https://www.mrisoftware.com/au/products/eagle/
https://www.mrisoftware.com/uk/mri-saas/
https://www.mrisoftware.com/au/contact/
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system, meaning all information is accessed, managed, and backed up in real-time, allowing for 
24/7 access from any device without requiring local server hardware.  
 
Key details regarding storage: 

• Security Standards: The data is stored with bank-level security and complies 
with ISO/IEC 27001:2022 standards. 

• Data Protection: The Azure hosting platform provides high-level security with features 
like biometric scanning in their facilities. 

• Accessibility: As a cloud-based application, it allows for secure access to property 
profiles, documents, and financial data from anywhere.  

 
Property Tree is a cloud-based property management software developed by MRI Software, 
which is headquartered in Solon, Ohio, USA. While the developer is based in the US, Property 
Tree is widely used in Australia and New Zealand, with MRI Software. 
 
Data from the Homepass real estate open home app (powered by Domain Group) is stored in 
the cloud and synced with integrated Customer Relationship Management (CRM) systems. It is 
designed for Australian and New Zealand real estate agents, with attendee data, contact 
details, property information, and notes stored securely for access by agents.  
 
Key details regarding where Homepass data is stored: 

• Cloud Storage & CRM Sync: While the app allows for offline access at inspections, data 
is designed to be synced with major real estate CRMs (such as Rex or VaultRE) shortly 
after returning to a Wi-Fi connection. 

• Domain Group Backend: As a product powered by the Domain Group, data is managed 
through their platforms, which may include integrations with Pricefinder for visitor 
insights. 

• Data in Transit & Security: The app encrypts data in transit to ensure secure transfer 
between the app and the server. 

• Document Storage: When documents are uploaded for a property (e.g., contracts), they 
are processed through the device's file uploader but stored within the Homepass 
system to be sent via the app.  

 
Inspect Real Estate (IRE) data is stored securely in the cloud via their proprietary agent app and 
CRM systems. Data from inspections, including applicant details and documents, are retained 
for 60 days (unsuccessful) or 3 years (successful). The system integrates with CRMs like 
Property Tree and portals such as realestate.com.au.  
 
Key details regarding data storage include: 

• IRE Agent App: Stores daily inspection schedules, buyer registrations, and notes. 
• Data Retention: Information is generally kept for 60 days for unsuccessful applications 

and 3 years for successful ones. 
• Integrations: Data connects directly with platforms like Property Tree and Domain. 
• Security: Information is managed within secure, cloud-based environments. 

 
 

https://propertytree.elevio.help/en/articles/92886-data-security-overview
https://www.google.com/search?q=MRI+Software&sca_esv=2dbb9d211eae8335&rlz=1C1CHBF_enAU899AU899&biw=1920&bih=953&sxsrf=ANbL-n6JvI5GvT-ZNZoaUdmDgfIg6hIU9w%3A1771988383845&ei=n2WeaZKxM5uwwcsP0MCcyAQ&ved=2ahUKEwjpyb-f0_OSAxWcSWwGHeXqNQAQgK4QegQIARAB&uact=5&oq=where+is+property+tree+mri+located&gs_lp=Egxnd3Mtd2l6LXNlcnAiIndoZXJlIGlzIHByb3BlcnR5IHRyZWUgbXJpIGxvY2F0ZWQyBRAhGKABSMAQUPEFWIQPcAF4AZABAJgBkAKgAbEMqgEFMC4yLjW4AQPIAQD4AQGYAgigAuMMwgIKEAAYsAMY1gQYR8ICBRAhGJ8FwgIGEAAYFhgewgILEAAYgAQYhgMYigXCAggQABiABBiiBMICBRAAGO8FwgIHECEYoAEYCpgDAIgGAZAGCJIHBTEuMS42oAfOG7IHBTAuMS42uAfeDMIHBzAuMy40LjHIBxyACAA&sclient=gws-wiz-serp&mstk=AUtExfCdhlCqg8_cy-HWqxEnvo4qnu-FAo8BX1Goi7_0hf3hw_dCG-tS66nOzqwj-YQgzF4F5Eq-0Fde3Mwu0JVdP0HiVGZvjR0PwJmhqKt85fOWpdhqkeyrJ8SVKHMT6z7nee375_99hEwLj0slVYq7TfornGECjN6oKkzAAi_vLdYA3kRALMHQXBd5Dvz3pvEare71x-yH5TsTyHYK-FctTlcdoKXZ3Hlbo7OTwdcc86F9jpgNPPdHqoXwTMGa8Oi4aSwe-RwUPS3G0g0-NLOgHBH8&csui=3
https://www.mrisoftware.com/au/contact/
https://help.realestate.com.au/hc/en-us/articles/115002554523-How-booking-inspections-for-listings-work
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Inspection Express data is primarily stored in a secure, cloud-based system located in 
Australia and is governed by Australian law. It acts as a digital, paperless, and encrypted 
repository for property inspection reports, photos, and tenant/landlord information.  
 
Key details regarding Inspection Express data storage: 

• Location: The platform operates on a service-based cloud server, specifically within 
Australia. 

• Security: Data is stored using encrypted systems with restricted access to ensure 
safety. 

• Integration: Data often syncs directly into property management systems, such as 
Property Tree, where it may be accessed via hyperlinks. 

• Retention: Documents are typically stored for up to 7 years to comply with legal record-
keeping obligations, after which they may be securely destroyed. 

• Website Data: Information collected via their website (cookies, analytics) is used for 
tracking and improving services.  

 
The platform is utilized by real estate agents in Australia, New Zealand, and the US to manage 
documents, although, like many cloud services, there can be risks associated with the 
accessibility of shared links.  
 
We secure all information using 2-factor authentication. 
We will take reasonable steps to ensure that any overseas organisation that receives your 
personal information will comply with the Act.  
 
FLK it over stores all personal information and user data exclusively within Australia. It is a 
cloud-based platform that encrypts documents for security. The system integrates directly with 
property management software like Property Tree and Console Cloud, automatically storing 
signed leases and data back into these systems.  
 
Key details regarding data storage include: 

• Location: All data is stored in Australia. 
• Security: Documents are encrypted. 
• Retention: While the system stores signed leases, it does not retain personal ID data. 
• Integration: Data syncs with platforms like Property Tree and Console, which can store 

the final documents. 
 
Realtime agent data is stored in secure cloud environments, frequently utilizing platforms 
like Microsoft Azure (particularly in Australia East and Southeast for RealTime Conveyancer). 
Depending on the context, this data may also be stored in databases 
like MongoDB, PostgreSQL, or in AWS S3 storage for long-term retention.  
 
Here is a breakdown of where different types of real-time agent data are stored: 

• RealTime Agent (Real Estate/Contracts): Data is stored in the cloud and integrates with 
platforms like VaultRE. It includes information on executed contracts, purchaser/owner 
details, and agency agreements, which can operate offline and sync later. 
 

https://www.google.com/search?q=FLK+it+over&sca_esv=9e963a6684c14a11&rlz=1C1CHBF_enAU899AU899&biw=1920&bih=953&sxsrf=ANbL-n46ogSp7dIprbbtBOVX15CGcftgPw%3A1772076724075&ei=tL6fafqpBJ_gseMPtO2T8Q4&ved=2ahUKEwj-moulnPaSAxWubmwGHdZ7K_8QgK4QegQIARAB&uact=5&oq=where+is+FLK+it+over+data+stored&gs_lp=Egxnd3Mtd2l6LXNlcnAiIHdoZXJlIGlzIEZMSyBpdCBvdmVyIGRhdGEgc3RvcmVkMgUQABjvBTIFEAAY7wUyBRAAGO8FSIAQUM8FWMMOcAF4AJABAJgB6AGgAZYNqgEFMC43LjK4AQPIAQD4AQGYAgWgAtUFwgIKEAAYsAMY1gQYR8ICChAhGKABGMMEGAqYAwCIBgGQBgOSBwMxLjSgB8gYsgcDMC40uAfSBcIHBTEuMi4yyAcMgAgA&sclient=gws-wiz-serp&mstk=AUtExfAaVXlFqyxhfedLWAKDohzOxZD9Et3XriS2Cvp1mtw9BzPP1hyfIg9nynI68Z5lYKNyBOdLccuVFJeZw9mzchcuRT8Eeo16fz1SULXBo7aX36CivwdmO0uFQUWpAFTJq5GOuWFeVDRK0B9q_-zs0Dznzr2XwCT8ocQvZriJvk_W88KPJpYHu7chbU_dzM-UQmV2oOyImPD8akcdB8uiLBxauiOaCnUBZIuYtWx1EVoEwdmN8QYONB6mXao-tccRVjwQ41cnGQ153F4RO5KPWeP0&csui=3
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Data Security: Data is typically stored with high-security certifications, including 
ISO:27001 and SOC 2 Type II.  

 
Key Storage Locations: 

• Cloud Providers: Microsoft Azure, AWS. 
• Datacenters: Australia East (Sydney), Australia Southeast (Melbourne), and 

international locations depending on the provider. 
 
If you do not provide personal information  
If you do not provide your personal information to us, it may not be possible to provide you with 
the service that you have requested or applied for, for example  
• if personal information is not disclosed in a rental application by a prospective tenant, then 

we may be unable to process the application and/or submit it to the landlord for their 
consideration or approval. If you enter into a rental or lease agreement, you will need to be 
identified and your personal information will be included in the rental or lease agreement;  

• if personal information is not disclosed by a vendor in connection with the sale of their 
property, we will not be able to verify that they are the owner of the property and/or to 
advertise and market the property;  

• if personal information is not disclosed by a prospective purchaser at an open inspection, 
then we may not be able to admit them into the inspection;  

• if personal information is not disclosed by a prospective purchaser at an auction, then we 
will not be able to register them as a bidder; and  

• to let you know about other services we provide that might be suitable for your needs (unless 
you opt out of this by telling us that you do not wish to receive such information).  

 
Personal information about other people  
• If you give us personal information about any other person in relation to, or in connection 

with, the rental/lease or sale of any property:  
• we are entitled to assume that you have sought their consent to the disclosure of such 

personal information to us;  
• we have collected their personal information for the purposes set out in this Privacy Policy;  
• we may exchange their personal information with other organisations for the purposes set 

out in this Privacy Policy;  
• we will handle their personal information in the same way as set out in this Privacy Policy 

and they can:  
o access or request a copy of this Privacy Policy; or  
o access the personal information we hold about them. 

 
Anonymity and pseudonymity  
We are not always able to deal with people who do not wish to identify themselves. This will be 
particularly the case when we are proposing to, or we do, act for a vendor or a landlord in relation 
to either the sale or rental/lease of any property. This will also apply where we are also dealing 
with actual or prospective tenants for any rental property that we manage.  
 
Further, we are not able to allow people through any property inspections who do not wish to 
identify themselves as this can create security and other concerns for the property owner 
(among other considerations).  

https://aws.amazon.com/


8 of 8 

 

 
However, where possible, we can provide information of a general nature such as, for example, 
we can respond to general telephone and related enquiries about a rental/lease or sale property 
to unidentified individuals. Of course, if an individual makes an enquiry by email or other 
electronic or written methods then there is every possibility that the mode of communication 
may identify you.  
 
Information security  
We take reasonable steps to protect all information which we hold (including any personal or 
sensitive information) from misuse, loss, unauthorised access, modification or disclosure. 
We secure your data using 2-factor authentication. 
 
Marketing and opt-out  
We may also use the information, including personal information (excluding sensitive 
information), provided by you for marketing and research purposes, to analyse and improve 
products, services and benefits and to inform you of products, services and benefits provided 
by us, our related entities, suppliers or sponsors which we consider may be of value or interest 
to you, unless you tell us (see the marketing opt-out below), or have previously told us not to. 
We will not use your sensitive information for these purposes without your consent.  
 
Accessing your Personal Information  
Unless we are entitled to withhold access to your personal information (and there are various 
reasons why this may be the case), you have the right to request access to any personal 
information held by us which relates to you. We may charge a reasonable fee where access to 
personal information is provided. Any requests for access to your personal information should 
be made in writing to the Privacy Officer (details specified below). You also have the right to 
request the correction of any personal information which relates to you that is inaccurate, 
incomplete, irrelevant, misleading or out-of-date.  
 
If you require any further information about our management of personal information or have 
any queries or complaints, you should contact:  
 
The Privacy Officer  
Richardson & Wrench Campbelltown 
4/101 Queen Street, Campbelltown NSW 2560  
02 4607 3322  
Campbelltown.randw.com.au 
 
The Office of the Information Commissioner can be contacted as follows: 
 
Phone enquiries 1300 363 992 

Mon–Thurs 
10am–4pm AEST/AEDT 

Post GPO Box 5288 
Sydney NSW 2001 

Fax +61 2 9284 9666 
 

tel:1300363992

